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Why does this happen?

Software reliability issues
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Why does this happen?

Software reliability issues
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Why does this happen?

Unbounded group sizes

Federation

Backwards compatibility

Ecosystem inertia: Even if your client/server is perfect, UTDs can be 
caused by the sender or receiver, so the ecosystem matters.

Protocol



How is this being fixed?

Identifying bugs: the canonical list of UTD bugs is at https://github.com/element-hq/element-meta/issues/245 

Reducing complexity: reducing the diversity of the ecosystem for crypto 
- converging on Vodozemac and matrix-rust-sdk

Protocol changes: mostly around increasing network robustness

Adding end-to-end regression tests: complement-crypto

Tracking progress: opt-in analytics track UTDs in the wild.

https://github.com/element-hq/element-meta/issues/245


Is it working?

YES! The below chart is the % of users seeing at least 1 UTD
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The anatomy of a UTD



Public Key Cryptography

Credit: https://en.wikipedia.org/wiki/Public-key_cryptography

https://en.wikipedia.org/wiki/Public-key_cryptography


What even is a UTD?

If the message was sent before you logged in, the key may be in your 
backup if you had another device logged in when this message was sent.

If the message was sent after you logged in:

The message may decrypt if you wait a while,

Or it may remain permanently undecryptable. This is a UTD.



Crypto Stack

We’re going to use a simplified model to enable us to explore failure 
modes (no dehydrated devices, cross-signing, secret storage, etc)

This talk expand upon Nico’s excellent blog post https://blog.neko.dev/posts/unable-to-decrypt-matrix.html
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Crypto Stack

Failures to send/receive to-device messages

Failures to upload/claim one-time keys. Running out of one-time keys.

This talk expand upon Nico’s excellent blog post https://blog.neko.dev/posts/unable-to-decrypt-matrix.html

..for events sent after you login
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Olm Data Model

This talk expand upon Nico’s excellent blog post https://blog.neko.dev/posts/unable-to-decrypt-matrix.html

For more information on how Megolm works, see Sumner’s blog post 
https://sumnerevans.com/posts/matrix/megolm/

Oversimplified!
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Happy Case

Failures to send/receive to-device messages

Failures to upload/claim one-time keys. Running out of one-time keys. 
OTK desync.

TODO: graph of OTKs/device keys/to-device msgs, then highlight sections 
which go wrong.

Homeserver

Devic
e

OT
K

OT
K

OT
K

OT
K

OT
K

OT
K

Devic
e

POST /keys/upload

Devic
e

Devic
e

OT
K

OT
K

OT
K

OT
K

OT
K

OT
K

Membership/Device
List Update

POST /keys/query POST /keys/query

Devic
e

Devic
e

OT
K

POST /keys/claim

Send Encrypted
Message

PUT /sendToDevicePUT /send/m.room.encrypted/…



What goes wrong

Failures to send/receive to-device messages

Failures to upload/claim one-time keys. Running out of one-time keys. 
OTK desync.

TODO: graph of OTKs/device keys/to-device msgs, then highlight sections 
which go wrong.
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What goes wrong

Failures to send/receive to-device messages

Failures to upload/claim one-time keys. Running out of one-time keys. 
OTK desync.

TODO: graph of OTKs/device keys/to-device msgs, then highlight sections 
which go wrong.
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What goes wrong

Failures to send/receive to-device messages

Failures to upload/claim one-time keys. Running out of one-time keys. 
OTK desync.

TODO: graph of OTKs/device keys/to-device msgs, then highlight sections 
which go wrong.
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What goes wrong

Failures to send/receive to-device messages

Failures to upload/claim one-time keys. Running out of one-time keys. 
OTK desync.

TODO: graph of OTKs/device keys/to-device msgs, then highlight sections 
which go wrong.

Failure to send/receive room key (Megolm)
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Client State Machine

All clients need to receive data from the network and reliably persist this 
to disk.

All clients need to atomically perform read-modify-write operations in 
response to user interaction or data from the network.

Keys, 
ratchets

Sync flags

Clien
t



Client State Machine

Invite a user to a room… then send a message.

If the client only updates its member list in response to /sync responses, 
it will fail to encrypt for the invited user.

Causality violations: invites

Membership
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Client State Machine

Send room keys to all participants in a room… but some time out.

If the client still sends the event despite this, this will cause a UTD.

Non-atomic operations: sending keys and event, incomplete OTK claim
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Client State Machine

Two processes receive the same data to persist… but they don’t co-
ordinate correctly.

If this data is ratchet state, this will corrupt the ratchet causing UTDs on 
the next message send.

Read-Modify-Write violations: split-brain processes, inadequate txn locking
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Complement Crypto



Complement Crypto

Complement-Crypto is a black box client testing framework, built on top of Complement which is used for black box server testing. Whilst it was 
originally written for crypto reliability, it isn’t restricted to just that. It has been successfully used to detect numerous UTD issues and some CVEs.

The key novel features it has are:

Standardised Client API interface

Combinatorial testing (e.g Alice is using JS SDK, Bob is using Rust SDK)

RPC clients for testing ungraceful shutdown e.g SIGKILL

Traffic monitoring in tests and HTTP dumping with mitmproxy

Adversarial attack testing with mitmproxy

Supported Github Action

Architecture
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Credit: Daniel Stori {turnoff.us}

http://turnoff.us/


Complement Crypto

Standardised Client API for SDK testing

Combinatorial testing (e.g Alice is using JS SDK, Bob is using Rust SDK)

RPC clients for testing ungraceful shutdown e.g SIGKILL

Traffic monitoring in tests and HTTP dumping with mitmproxy

Adversarial attack testing with mitmproxy

Supported Github Action

Feature Set



Testing



Further Work

There are known gaps in the completeness of the existing Complement-Crypto 
tests. These tests need to be added.

Additional SDKs must be added: only when the entire ecosystem is tested will we 
reduce the absolute lower bound. Notable missing SDKs include: Dart, mautrix, 
matrix-bot-sdk. For languages where Go FFI bindings are impractical, defining 
and maintaining an RPC API will allow Client implementations in any language.

Continue to expand the dev UX: e.g allow the developer to load up the client UI 
for a specific user in a specific test.

Thanks to BWI for sponsoring this work
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